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ever been with continued threats and instability in the Asia
PaciicNB3IA2y> K2YS G2 Y2NB
population, severalaf KS ¢ 2 NI RQa f | NBSa&i
the three largest economies in the world. The U.S. {Rdoific
Command (USINDOPACOM), headquartered in Honolulu,
along with other strategic anmhportant commands, facilities
and bases in the state, clearly mak&awaii vital to U5
interests in the region¢ KS ! @ { Racifib Migi#e Range
CrOAftAGE oO6tawClO A& GKS
environmental range capable of supported g€,
subsurface, air, and space operations simultaneoaslg is
the third-largest employer on KauaPearl Harbor Naval
ShipyardPHNSYA & 2dzNJ y I GA2y Q& f I
fleet repair and maintenance facility between the U.S. West
Coast and thé=ar Eastlt is the largest industrial employer in
the state, with acivilian workforce of more than 5,000 and
over 500 activeduty Navy personnelFinally, Tripler Army
Medical Cente(TAMC]Js the largest military treatment facility
(MTF) in the PacifilRim. It serves more than 260,000
beneficiaries in Hawaii and anoth&r0,000 across the region.

vV €

HDE Overview & Report Objectives

Hawaii is ranked #Bationallyin state defense spending as a
percentage of Gross Domestic Product (GDP}. & Total
defense-related payroll and contract spending accounted for
$7.2B including $4.9B in payroll and $2.3B in contract
spending Net dollar flows entering Hawaii from contract
awards support approximateB0Kjobsand contribute$4.2B

in Economidmpad to the ecanomy?

Hawaii Defense Spending - Net Dollar Flows ($ Billions)
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Given thesize of the defense market is critical that the state
0S LINBIFIOGAGS (2 Syada2NB
potential changes in defense spendingkewise, the recent

1 Office of Economic AdjustmeRi@EA) Fiscal Year 2018 state regortHawaii
2HDE Websitehftp://defenseeconomy.hawaii.goy/
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Summary
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This report provides a comprehensive analysis of strengths,
weaknesses, and potentiapportunities and threats (SWOT)
for key industries that play or could play a major role in

I 61 AAQ&a RSF¥SyasS SoOz2y2yvyeo LI
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downturns or changes iDoD “spending. It alSo tthlnes
prospective areas to transition capacity and services in the
private sector to support the military industry and sustain the

NE S éoga% ecq{ngng/.ﬁir?alg,zit\}q_emi%%@ %ilo;\itiée‘spotential

areas for economic adjustment aggowth

HDE SWORAnalyss

The HDE project team conductedS&¥OTanalysis using an
online survey deployed to 507 contractors located in Hawaii,
and received &1% response rateB9% of the respondents
were small businesses and 84% were service providers.
Financial Healthand Defense Market Outlookreceived the
highest ratings in terms ofStrengths and Opportunities
indicating the defense market has been financially rewarding
to contractors and is expected to continue with more
opportunities in the future. @ the other hand, Market
Flexibility received the lowest ratingn terms of weakness
indicating it is difficult for defense firms to serve both public
and private (commercial) markets. Overall DoD dependency is
moderatdy high at an average of 46% acroske firms
surveyed.Thisindicates some degree of weakness with the
potential of a threat in the event of a defense market
downturn in spending.

The following scatter plot chart shows the 107 responses
plotted on a SWOT quadrant chand a representativeingle
plot, reflectingthe center mass of responses, based on the
average internal and external scord$e colored respondent
points reflect the Top 3 thredigit NAICS that responded to
the survey ¢ 541: Professional, Scientific, and Technical
Services 238: Specialty Trade @wactors and 236:
Construction of Building€Each industry appears to be well
A& 02
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http://defenseeconomy.hawaii.gov/

represented in Quadrant Wwith 46 organizations plotted or
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NAICS 236 appears to have more resiliency than NAICS 541 and

238 with overall more favordé internal and external factor

Outside of the Hawaii Defense Economy, Cybensgcalso
supports jobs across multiple industries located in the state,
including finance/ banking, transportation/ shipping, tourism
etc., beyond just prafssional services. Given the size of
defense spending within NAICS 5415, its relatively high gayin
occupations positive job growth outlook, and the DoD
mandates for cybersecurity,the HDE project team
recommends adjusting this focus area to include not only
cybersecurity specifically, but also other IT occupations within
NAICS 5415: Computer SysteDesign and Related Services

After making the focus area adjustments withNAICS 54:
Professional Servicethe Top 3 HDE Focus Areas are:

9 541330: Engineering Services,
I 336611: Ship Building and Repairing, and
I 5415: Computer Systems Design and Related s

SWOT scores. NAICS 238 respondents indicated a challenging These areas show sizeable spending and high growth rates.

Workforce Outlook(skilled labor retentioj) aweaknesswhile
the majorityof NAICS 541 respondents agree thatBusiness
Climate and Labor Market (Skilled LaborAvailability) are
significant challenges, both threat® these two industry
sectors

Defense Sector Analysis

Over the last 12 month§JAICS 23: Constructiancounted for
the largest industry sector {@igit NAICS) witl719.6Min net
dollar flows, folloved closely bys4: Professional Servicas
$621.8M NAICS 33: Manufacturingeld third place with
$286.6M Together, these Top 3 industry sectors support over
20Kjobs in Hawaii.

Missile Defense Cybersecurity and Ship Repair were
identified as Phase 1 distry sector focus areas. Each has
direct and indirect alignment toNAICS 54: Professional
Servicesand the Hawaii Defense Economy. Missile Defense
supports a number of occupations withiNAICS 541330:
Engineering Servicedut also facilityrelated constuction.
Since Missile Defense spending comes from multiple DoD
agenciesit is difficult to track this particular subector of the
economy. NAICS 541330: Gineering Services an easier
industry sector to monitgr substantial in terms of annual
defense spending in Hawaiiand more inclusive of other
important, higher paying occupations within the stafthe
HDEproject team recommends adjusting the focusear from
Missile Defense to NAICS 541330: Engineering Services

Similarly, Cybersecurity fits very &l within NAICS 5415
Computer Systems Design and Related Senbcgshere are
many other IT services that are also included, making it difficult
to assowate defense spending to this specific ssdxtor.

Top 3 HDE Focus Areas - Net Dollar Flows
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M 5415: Computer Systems Design and Related Services

336611: Ship Building and Repairing

541330: Engineering Services

IT Services & Cybersecurity (NAICS 5415)

Defenserelated contract awards in Hawaii within NAICS 5415
have risen over the last 5 years, approactii@8M in 2020,
approximately equal to th prior year. Net dollar flows
entering Hawaii from contract awards support approximately

NAICS 5415 - Computer Systems Design
and Related Services ($ Millions)
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1,700jobsand contribute$240Min Economidmpact to the
economy?

In addition to its high annual spending and fast growth rate,
new DoD mandates highlight the camiied inportance of
cybersecurity. 525 Qa /| @0 SNB SOdzNA G &
Certification CMMQ program is a new set of cybersecurity
standards to protect defense companies from cyberattacks.
The CMMC program will requipertification for all companies
doing business or who want to do business with DoD. Certified
Third-Party Assessment Organizations (C3PAO) will certify
companies against the different CMMC standards/levels. All
companies on contract with the DoD will neatleast CMNC
Level 1 certification.

Defense agency spending in NAICS 5415 only tells part of the

story of its economic contributions within Hawaii. IT Services
within the private sector is also growing, particularly in the
cybersecurity area. The Bureauf @abor Stdstics (BLS)
identified Information Security Analyst§15-1122) aghe Top

6 fastest growing jobin the U.S.at 32% from 2012028
(projected)? Information Security Analysts are high paying
occupations. However, in Hawaii the median pay iyo
$90,100Q approximately $10K lower than the national medfan.

Hawaif2 docation quotient for this occupation is0.63
suggesting it isinder-represented among other occupatiofs
For perspectiveYirginia, DC, and Marylartthve the highest
location quotients and canbined are an importantDoD/
intelligenceregional hub which is something Hawaii could
aspire to achieve through workforce development programs,
such agCyber Hawaii

Job posting data for Hawairovidesimportant insights ad a
wider view of IT related jobs beyond just the public sedtor

1 Median advertised salary was $70K

1 Software Developers, Applications held the top spot
for the most monthly postings in Hawaii

1 Information Security Analysteldthe Top 4ranking

1 Postingrequired Top Secrebendive
Compartmented Informton (TS/SCI) clearances
more often than the rest of the workforce at 12%
versus 2%, reflecting the substantial presence of
DoDrelated work.

3 HDE Websitehttp://defenseeconomy.hawaii.goy/

1 Cybersecurity skills were required afraquency of
7% verss 1% nationall§.
Information Assurance/ Security industry
qualifications were frequently required the most

_ above all others in job postings
al UdzNR Ge az2zRSt
The HDE project team developed and conducted an industry

sector occupational gap analysis survey of Habadied
companiesto provide feedback on perceived gaps between
skilled labor needs and the labor poof current Hawaiian
residents The majority ofespondentgpredominantly employ
Hawaiibased residentsThe surveyalsorevealedlarge gaps
for the following IToccupations:

1 15-1221: Computer and Information Research
Scientist{Data Scientists).

I 151212: Information Security Analysts

The gaps were netl most heavily in th&loderatelyto Highly
experienced job levels, not entry levél0% of respondents
indicatedthey would beinterested in participating in a future
partnership/alliance with stakeholders representing industry,
government, and academiaitivin Hawaii to build the labor
force related toNAICS 5415Computer Systems Design and
Related Services

Accordng to theBureau of Labor StatisticBI($ Occupational
Employment Statistics (OE#)e Top 3 occupationby total
Hawaii employmeninclude 1) Software Developers & QR)
Computer Systems Analystnd 3) Computer Occupations,
Other. Four out of the Top have both low location quotients
(underrepresented in the state economy compared to
nationally) and ndateably lower median salaries as compared
to the median national salarieSoftware Developers & QA
and Computer User Support Specialistslelp DeskTechs.)
have significantly lower location quotienfShe data suggests
that the local economy may not be Isstantially diverse
enough toprovide the demand needed to increabeth the
median salaes and location quotierd closer to national
levels.

4 https://www.bls.gov/ooh/computerandinformation-technology/informationsecurityanalysts.html

5BLS Occupational Employment Statistics (OES) for SOZ12 (Information Security Analyst).

6. [{ ho{od [20FGA2Y ljd2iASyid
7 University of Hawaii Community Colleges repori@ 6 t 2 4 G A y 3
8 Top Hard Skill&€msi Q2 2020 Data Set | www.economicmodeling.com
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Enginering Services (NAICS 541330)

Defenserelated contract awards in Hawaii withilNAICS
541330 Engineering Béceshave risen over the last 5 years,
approaching$293M in 2020, representing a substantially
large sector in Hawaii.

NAICS 541330 - Engineering Services ($ Millions)
$293.6
$258.0
$200.9 §2233 $211.5 -

2016 2017 2018 2019 2020

Net dollar flows entering &lvaii from contract awards support
approximately4,490jobsand contribute$569M in Economic
Impact to the economy.The sector has a-$fear growth rate
of 3.4%.

The HDE project team developed and conducted an
occupational ganalysis survey of Hawdiased companies.
Overall, the survey revealed only slight and moderate gaps,
indicating a healthy industry sector in terms of needs versus
the local skilled labor pool. Similarly, even fewer gaps were
noted in the technician andechnologist tradesin addiion,
the majority of respondents employ Hawdiased residents.
62% of respondentsindicated they would benterested in
participating in a future partnership/alliance with stakeholders
representing industry, government, and aesmia within
Hawaii to buildthe labor force related toNAICS 541330:
Engineering Serviceslightly lower than for IT Services.

According to the BLSOES datathe Top 3 déEngineet
occupationsby total Hawaii employmeninclude 1) Civil 2)
Electricaland 3) MechanicalEngineers Thehigh employment
and location quotient for Civil Engineers aligns well with the
large defense construction spending in the state. All three have
median average salaries that are lower than the median
national saldes. The data suggests that the demand and
supply is relatively balanced within the engineering services
sector.

C 2 NJ TeéhBologist/ Technicignoccupations, the Top 3
occupations arel) Electrical and Electronic Engineering
Technicians2) Calibation and Engineering Technicianand
3) Architectural and Civil Drafters In contrast to the

9 HDE Websitehttp://defenseeconomy.hawaii.goy/
10 HDE Websitehttp://defenseeconomy.hawaii.goy/

éEngineet 2 00dzLJ A2y asx GKSa&as$s
salary in Hawaii as compared to the rest of the U.S.

Ship Building/Repairing (NAICS 336611)

Defenserelated contract awards in Hawaii withiiNAICS
336611 ¢ Ship Building and Repairin@pefenserelated net
dollar flows in Hawaii have risen over the last 5 years,
approaching$177™ in 2020, down from the year before,
which was substantially highet $261.5M.

NAICS 336611 - Ship Building & Reparing ($ Millions)

$261.5
$151.2
$132.3

$177.0
I $126.4 | |

2016 2017 2018 2019 2020

Net dollar flows entering Hawaii from contigawards support
approximately 1,820 jobs and contribute $305.9M in
Economicimpact to the economy? The sector has a-fear
growth rate 0f33.9%, factoring in relatively high spending in
20109.

The HDE project team developed and conducted a general
workforce gap analysis survey of Hawaised companies.
Due to the large number of occupational codes that relate to
this industry sector, this survey only requested feedback in
general on the perceivedeverity of any gaps betweethe
organization's skillecabor needs and the availability of skilled
Hawaii resident workers43% noted no gaps. Fibre 57%that
indicated moderate and large gaps, the experience level that
had the biggest shortage weModerately Experienceskilled
workers. The following providethe comments offered to
explain the notedargegaps:

i Shortage of skilled marine welders, pipefitters,
blastersandpainters

1 Need vocational training starting at the High School
level

86% of respondentsindicated they would bdnterested in
participating in a future partnership/alliance with stakeholders
representing industry, government, and academia within

220
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Hawaii to build the labor force related tdAICS 33661 Bhip
Repairing & Buildinghigher than the other two sectors.

According to theBLSOES dat, the Top 3 occupations by total
Hawaii employment include 1Plumbers, Pipefitters, and
Steamfitters 2) Welders, Cutters, Solderers, and Brazarsl

3) Misc. Assemblers anBabricators Most of the trades have
relatively high median average salaries gamed to the nation

as a wholendvery low location quotients (undeepresented

in the state economy compared to nationally). It is unclear if
GKA& Aa RdzS
economy as opposed to manufacturing, which woulglaix
lower location quotients in these occupations, or if there is
truly a skilled labor gap. Of particular interest 5§-4121:
Welders, Cutters, Solderers, and Brazesich has relatively
high employment in the state, high median salary, but a very
low location quotient. This occupation is typically associated
with Ship Repair/Building within Hawaii.

Summary Recommendations

Ly (GKAa aSouArzy 4S8
Action PlanFor the IT Serices & Cybersecurity (NAICS 5415)
focus area:

1. Partner with INNOVATE Hawaii (MERY support
program toestablishcybersecurity clinics and reviews
for DoDsmall businesses.

3dzYYE NAT &
recommendations for DBEDT to implement in a Phase llI

2. Lead or support efforts to huild a cybersecurity
ecosystemwithin the state

3. Develp way forward to heldocal small businesses
obtain sponsorship opportunitiefom DoDagences
or large primes to obtaifacility clearances

4. Increase access tim-demand cybersecurityraining
certificationsfor the local workforce.

For theEngineeringServices (NAICS 541330¢us area, the

team recommendsio actionat this time, given the relive
{l 2ankind as lasén@Based/ | i Ah2afth of thisindustry sectorto the other two focus areasn

addition, industry indicated lower interest in participating
alliancesor partnerships togrow the workforce The team
recommends continued monitoring of spending trends
because it i substantially large and important sector for the
Hawaii economy.

Finally, for theShip Building/Repairing (NAICS 3366143us
area, the team recommends:

Eyduaje oppgiites 8 epand dnp psindce
apprenticeship progranfor contractors supporhg

defenserelated ship repairor implementation of
other alternative trainingprograms

6. Evaluate opportunities to offevocational training at

the High Schootlel.
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According to the Department of
Defense (DoD)Office of Economic
Adjustment (OEA) in its Fiscal Year
2018 state report, Hawaii renked#2

in state defense spending as a
percentage of Grod3omestic Product
(GDP) at 7.7% just behind the
Commonwealth of Virginiat 10.394*

In addition to its strategic importance,

I g AAQa NBtlFGA2Yy Al
Aa F GAGFE LI NL 27
From jobs for civilians and contracts
for local bisinesses, to spending by
active duty military prsonnel
deployed in Hawaii and their families,
the defense industrys a critical sector
2F 1l gFAAQa SO2y2Y
Tourism OEA estimated totalefense
related payroll and contract spending
accountel for $7.2Bin FY 2018.

Hawaii is home to aignificant number
of military personnel and their
families. With all branches of the
military represented in the state,
active duty service members, defense
civilians, military dependents and
veterans are all aritical part of the
many communities across the
Hawaiian Islands. Total defense
related payroll accounted for the
largest component of total defense
spending in Hawaii &4.98 ranking
#9among the 50 stated otal defense
personnel in 2020 is estimated be
71,604 including 424K activeduty,
19.6K DoD civilians, and 9.6K guard/
reserve personnef?

Hawaii is home to all branches of the

U.S. armed forces, including U.S. Army,
U.S. Marine Corps, U.S. Navy, U.S. Air
Force, U.S. Coast Guard, and U.S.

1 https://oea.gov
12 Defense Manpower Data Center, December 2019

$7.2bn

Total Defense
Spending in Hawaii

$4.9bn

Total Payroll

$2.3bn

Total Contract Spending

Defense spending is...

1.7%

of State GDP

Source:

Guard/ Reserve

9,566 ~ Civilians 19,731

Total Defense
Personnel

Active Duty
42,803

Source:

Spae Command. The Army National
Guard and the Air National Guard are
reserve components of their serviee

and operate in part under state

authority. The Department of the Navy
is the largest
contracting entity
in Hawaii, followed
by the Department $20 $1.9
of the Army and

Air Force irsecond

and third place

respectively. With

total contract

awardsaccountng e o

Hawaii Defense Spending - Net Dollar Flows ($ Billions)

for $2.3B% any changes in DoD
spending will have significantmpact
on the & i | @c®r@m@y. It is critical
that the statebe proactive to ensure
I I 6 A A&y is $SiRnf to any
potential changes in defense
spending.

Hawaii has long beaecognized for its
strategic importance and unique

| NEelationship with the military The
v ahalitary is present in all four counties

I ONRraa GKS adldaSo
importance is as important now as it

has ever been with continued threats
and instability m the AsiaPacific
region, home to more than 50% of the
2N RQa L2 Lddzt F G A2y >
g2NI RQa I NBSad YAf
the three largest economies in the
world. China poses a major challenge
G2 GKS | ®{® YAtAGLF N
and maintainwartime control of blue

water ocean areas. In addition, North
Korea continues to test ballistic
missiles that can reach our allies and
the U.S. The U.S. Indéacific
Command (USINDOPACQOM having

an area of responsibility encompassing
YySIENI & KIFfF 27Fandi KS
headquartered in Honolulwlong with

other strategic and importat
commands, facilities and bases in the
state, clearly makeHawaii vital to US
interests in the region.

523 523
$2.0

2018 2019 2020

13The HDE Project Teautilized a rolling 12nonth spending analysis to @’ comparison across annual periods; 2020 includes a portion of calendar year 2019 awards.
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HDE Phase Il Objectives and OEAconfirm whether these or other sectors shb be

prioritized in the follow up action plan
Objective 1 Develop a comprehensive analysi$ strengths,

weaknesses, and potential opportunities and threats (SWOT) Obiective 2: Identify and prioritize potential areas for

for key industries that play or could play a major role in ~ €conomic adjustment and growtrand develp a detailed

Il 6 AAQa RSTSyasS S02y2vyeo | agiggnREand O2 WR 2 NB2 Mly rliRKShL i ko A t
analysis will help to identify military defense sectors and other ~ @bility to provide services and conutities to the defense
industries most vulnerable to economic downturns or changes ~ industry and prepare for any potential changes to defense

in DoD spending. It willlso determine prospective areas to contracts.

transition capacity and services in the private sector to support

- ) ) In the subsequent report sections, ti¢DEproject team has
the military industry and sustain the local economy.

provided various insigh from defense spending, using various
Note The three milary defense sectors identifieas critical reports provided in the newly updated HD&ebsite
and opportunistic during the Phaserdsearch and analysis (www.defenseeconomy.hawaii.gpv a SWOT  survey and
process included ship repair, cybersecurity and missile defense. analysis of defense contractors located in Hawaii, three
Conducting a more comprehensive SWOT analysis through industry sector workforce sueys and analys, and various
further research, surveys and/mterviews will help the State other relevant reports and datsources.

10
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USMC Sniper Team PhqgtMarine scout snipers with Weapons Company, 2nd Battalion, 3rd Marine Regiment, conduct higlsteoajlag on Range 10. Th
training was different from their typical flat level or slight elevation ranges. The high angle is considered anythinge88 degeater. Photo By: Sgt. Sarah Diet

SectiiothDE S Wlr

The HDBproject team conducted aStrengthsWeaknesses
OpportunitiesThreats(SWOT) analysis using an online survey
deployed in February 2020 to 507 contractors located in
Hawaii, including prime catractors and reported
subcontractors* The survey received07 responses?2(%
response ratejrom a wide range of industrié8.The following
provides a breaklown of the majority of responses:

89%Small business

84%Service providers

77%had DoD businesa Hawaii for 10+ years
65%Prime contractors

= =4 =4

Thesurveyincluded questiongStrongly Disagree to Strongly
Agreeon a 15 scalel K I
strengths and weaknesses along the dimensions of Financial

SOt t dzt G S teidd S NS T IV RSV U

veAnad ysi s

Health, Market FlexibilityDoD Dependency, and Workforce
Outlook.

Internal Factors

Assessment of HDE firms’ overall financial

Financial Health
outlook

Assessment of HDE firms’ abilities to serve a
variety of markets (to include commercial
markets)

Market Flexibility

Measure of the extent to which firms are reliant

2 o2E 5107 on DoD husiness to operate profitably

Workforce
Outlook

Assessment of the current and future stability of
HDE firms’ skilled and unskilled labor

14 Survey distributed Feb. 18, 2020 to 507 organizatidmssirally located in Hawaiiith DoD related contracts >$25K over most receiyte2r period
15 Thesurveyreceived relatively low representation from the Ship Repair (336611) industry. Although this industry segment has significalrawaards, the dollars

are concentrated on a smalumber of contractors.
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Similarly, thesurveyl f a2 S @I f dzI ( S Rxteiin&l S  NJedpbiightRvéhije ergddring feedback could be obtained along

opportunities and threatsincluding Defense Market Outlook,
Compeetitive Environment, and Labor Market

External Factors

Assessment of the growth potential of the
markets which HDE firms currently serve or have
the potential to serve

Defense Market
Outlook

Assessment of Hawaii's business environment

s compared to other states/locations

Assessment of the Hawaii labor pool's ability to

=Ll B meet the current and future needs of HDE firms

Special care was taken to develop a surveyrimsent that
could be completedyuickly with little burden placed on the

each factor and dimension.

FinancialHealth (4.0 avg./ 68% Agrgeand Defense Market
Outlook (3.9 avg./ 68% Agreeeceivedthe highest ratingsn
terms of average score and also percent of agsgrée and
Strongly Agree respongesndicating the defense market has
been financially rewardop to contractors and is expected to
continue with more opportunities in the future. Ghe other
hand, Market Flexibility (2.7 avg./ 26% Agregeeceived the
lowestrating, indicatingit is difficult for defense firms to serve
both public and private (commercial) markets. Overall DoD
dependency is moderalg highat an average of 46% across
the firms surveyed.

m Disagree M Neither Agree nor Disagree W Agree
Factor Average Score Dimension Score

Financial Health 4.0 24% 68%

Market Flexibility 2.7 30% 26%
Internal 1 33 e

DoD Dependency 46% DoD Dependency Not included in % Agres

Workforce Outlook 31 22% 68%

Defense Market Outlook 39 36% 31%
External |Business Climate 2.9 33 21% 39%

Labor Market (skilled) 3.0 32% 55%

The following scatter plot chlia shows the 107 responses
plotted on a SWOT quaaht chart. The majority of responses
(46) fall in Quarhnt | (Double Positive), which demonstrates
an overall healthy defense market in terms of intdrrzend
external SWOT factors. The colored responderihisoreflect

the Top 3 threedigit NAICS that responded to the suney
541: Professional, Scientific, and Technical Servieés:
Specialty Trade Contractorsand 236: Construction of
Buildings Eachindustry appears to be well represented in
Quadant]l.
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